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@ OVERVIEW

 How Systems Safety Analysis can be successful using MBSE
to implement DoD Digital Engineering (DE) Strategies

* Improving how we document system safety information by
bridging the gap between Traditional Systems Engineering and
Systems Safety Engineering

« How to utilize MBSE to capture MIL-STD-882 artifacts
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Traditional Systems
Engineering

System Safety Assessments
FMECAs
FTAs
Hazard Analyses

Systems Safety
Engineering
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WHAT IS MBSE? DEvVCOM

AVIATION &

Digital Engineering (DE) is the use of digital artifacts, digital environment, and digital tools in
the performance of engineering functions.

Model-Based Engineering (MBE) is an approach to engineering that uses models as an
integral part of the technical baseline that includes the requirements, analysis, design, and
verification of a capability, system or product throughout the acquisition lifecycle.
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MBSE SYSTEM INFORMATION VIEWS
(v5.4m01)

MBSE System Information Views

Behavior

Mission and Stakeholder Requirements
System Functional Architecture

System States and Modes

Functional Allocations

Structure

System Logical and Physical Architectures
External and Internal Interfaces and Definitions

— Requirements

System Requirements Definition
System Traceability Matrices
Verification Requirements

Parametrics

Trade studies
Performance and design analysis calculations
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a‘ SYSTEMS AND SYSTEMS SAFETY ENGINEERING

How my system interacts with
its interfaces

The CONOPS and
functionality of my system

The performance of my
system

System Requirements

The system dependability
constraints such as Safety,

Reliability, and Security

Model-Based
Software
Development
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System Safety Engineer

| need to make
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overseeing th

following.....
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FMECA/FTA Modeling
Safety/RAM Requirements
Safety Design Analysis

Safety Reviews of Work
Products

5. Safety Verification and
Validation

6. MIL-STD-882 Practices
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SE V-Model (Safety)

Primary Systems 4
Focus Engineering / \
System V&V {
“\ DR Functional Y Safety V&V
\ ~ e Modeling
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Safety Requirements
Safety Architecture

FMECA/FTA Analysis .

Integrated Safety
Testing/Analysis

Integration Test

Safety Design
Assessment
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MIL-STD-882 Tasks (System Safety Standard Practices)
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MIL-STD-882 REPRESENTATION IN MBSE MODEL

100 Level Tasks (Management)
« Hazard Management Plans
« Hazard Management Progress Reporting
« System Safety Plans

200 Level Tasks (Analysis)

« Hazard Analyses (FMECASs, FTAs, RAM Analysis)

« System Safety Requirements Analysis

300 Level Tasks (Evaluation)

Hazard Lists

« Safety Reports (Safety Assessment Reports (SAR))

400 Level Tasks (Verification)
« Safety Verification (Test/Analysis Events)
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MIL-STD-882 Tasks

Safety SysML Profile

Management - 100 Level Tasks

Hazard Management Plan
(HMP)

Hazardous Materials
~ Management Plan

A

Hazardous Management

Progress Report

Hazard Tracking System
(HTS)

System Safety Program
Plan (SSPP)

/Analysis - 200 Level Tasks

Environmental Hazad

rd
Functional Hazard

Health Hazard Analysis |

Analysis (EHA) Analysis (FHA) (HHA)
&
Operating and Support Preliminary Hazard Analysisr Preliminary Hazard List 1]
(PHA) (PHL)

Hazard Analysis (OSHA)

Subsystem Hazard Analysisr
(SSHA)
£}

System Hazard Analysis |
(SHA)

System Requirements iy
Hazard Analysis (SRHA)

&

Evaluation - 300 Level Tasks

Hazard Management - |
Assessment Report

I Safety Assessment Report iy
55

&

,Verification - 400 Level Tasks

l Safety Verification |
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AN SYSTEM SAFETY SYSTEMS MODELING (SYSML) PROFILES DEVCOM
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Example System Safety Profile in SysML

SysML Profiles
— Cameo Safety and Reliability

Derive ustereotypes

- > Aircraft FHA Function
Analyzer Profile (Clss)
Allocate - Usage
Trace To I
A 4 \ 4
. . ms_lereulype» Refined by
— RlSk An a|yS|S and Assessment fal‘?cf;::;de System Allocation System Function System Req'ts

Modeling Language (RAAML) e Containment

. | wstereotypes
« Object Management Group (OMG) e : S | Se—
developed A G Fren s

* Published March 2022 Trace

wstereotypes

— Customizable Profiles based on Safety Requirements | | e, | ocae

[Class]

astereotypes

Government-Furnished
documentation (Profile Extension) - e Contte vty T2

[Class] [Class]

astereotypes
Independence Requirement
use} wstereotypex T
Boundary Condition |-
«stereotypes
Architecture Safety Requirement [Class]

[Class]
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MIL-STD-882 100 Level Tasks

— Hazard Risk Assessment (HRA)
Process

What processes are in my Hazardous
Management Plan

How government and contractors support
the HRA process

— PDR Preliminary Hazard
Assessment (PHA) Process

What do | need for safety-related PDR
artifacts

What steps do | perform to implement
MIL-STD-882 Tasks

System Safety Requirements Analysis
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Hazard Risk Assessment Process

@ MBSE MIL-STD-882 100 LEVEL TASK EXAMPLE
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Proposed Final
Risk
Assessment
T
Contractor Contract v
Hazard Hazar
y n;;:z!am Comments Comments Pravide IPT
mmmmmmmm e
|
| Present
Corrective
| Action and
7777777777 — = Hazard Risk
ssesmen
Safety Working
Group
Determine is T
Correctior
ActionandRisk . _ _ _ _ _ _ _ | ___ __ _ |
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PDR Preliminary Hazard
Assessment (PHA) Process
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(‘act [Activity] PDR PHA Process [ POR PHA Process | J

IPDR Safety-related
|Artifacts

|
L

Preliminary Hazard List (PHL)

0

Failure Mode and Assessments

[

Hazard Tracking System

[

Safety Requirements

System Safety
Program Plan
(S5PP).docx

|

Hazard

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| llanagement Plan
|

|

|

|

|

MIL-STD 882E, Task 202
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MIL-STD-882 200 Level Tasks

— Hazard Analysis
« Event Tree/Sequence Diagram

« Fault Tree Analysis (FTA)
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MBSE MIL-STD-882 200 LEVEL TASK EXAMPLE (1 OF 3)

—

MBSE Integration

We have tools that do this already
— MBSE Integration opportunity between MBSE System Model and current hazard analysis tools

— Where can we establish tool integration touch points between digital model elements
Package Diagram FTA[ FTA ]
v
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Existing Safety Analysis Tools
System Software Tools

%.

‘What could cause an Uncommanded Engine Shutdown Hazard? Loss of Engine Control

s—“gmg

Event Sequence Diagram

Initial Event Pivotal Event 1
wintial Events «Pivotal Events
Maintain Engine Speed |~ — Error in BIT Detected
at
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[JoALB
JoaLc
[JpaLD
[]DbALE

«Hazards

«Resufiing Conditions [
Loss of Engine Control =

«0R0ps A

Mo =4 OR Engine Failure

-—_———— =

«Faults

|
«Fautts "y
Error in BIT not Detected

Engine Parameter did not set
{probatility = 1.0E-6 {probability = 1.0E-8
N td
.- ____________________________________________________________________________________ =m
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é MBSE MIL-STD-882 200 LEVEL TASK EXAMPLE (2 OF 3) DEVCOM
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MBSE Structure Diagram

bdd [Package] 02 Structure [ Aircraft Logical Architecture ]J

MIL-STD-882 200 Level Tasks D st Tack ot
— Hazard ldentification and tracking * e

I

— Identify failure modes within FTA ‘ dentty -

Hazards
. . . Pertaining to
— Categorization of Failure Modes lg _ |
« Risk Assessments | B | i

dynamic Subsystem

System

Package Diagram FTA[ [p] FTA ]
® DAL Assessments i Categorize 1 — o o e = o
Hazards with I engine Control System I

Risk
Assessments |

«blocks
I Engine Control System I

— Safety requirement effectivity to FTA/FMECAs

System Architecture fault allocations

|
I

(Impacted Safety
IRequirements

[Appiicabie PASA Failure Modes '

FMECA

|
|
- | | |
r z \ |
| Identify Hazard I | [ «Faiure Modes
Failure Modes | | | | | Loss of Engine Control |
) — I I ! \ Classification/Civilian = Catastrophic {
| | «Resulting Conditions L Classification/Military = Catastrophic |
| Loss of Engine Control = |FDAL=A |
| I ‘ 1= "AFHAQ"
| | w | Mo Single Failure Requirement = YES |
r Identify H a0 | | | | Probability = 1.0E-8 |
entify Hazar |
| Causes | ' I «OR0ps [ |
| e 1 | No = 4 OR Engine Failure |
|
| | .
I _____________ | |

System
Logical/Physical

-_—_— = =

System Safety |

T y Error in BIT not Detected

Engine Parameter did not set

. P roceSS Mk'jte n?('w Iprobability = toE—s} {:mtlahirty= 1.0E-8
Architecture s . .

-_— Example FTA | == == -

\ / I I Engine C‘::t‘;: System I
System Logical/Physical Architectures goes hand-in-hand with system safety \;) s -

processes.
Ald Name AFHA Function Classification/ Civilan | Classification/ Military FOAL Probabiity NDRSQEE:;:::{E
1 JAFHA 111 E Uncommanded Engine Shutdown E Provide Aircraft Control Catastrophic Catastrophic A LOE-9 YES
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é MBSE MIL-STD-882 200 LEVEL TASK EXAMPLE (3 OF 3) DEvVCOM
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MIL-STD-882 200 Level Tasks

MIL-STD 882E, Task 202

— Mitigation Requirements Analysis | MBSE Behavior Diagram
* Analyzing functionality of the system to e [y SR e g
determine potential failure causes that contribute el - _ s ]
to hazards : -
 MBSE provides the capability to support “identify ﬂ”T L -
mitigation requirements” within the documented Rk _——B -
PDR PHA Process T &)

|
I

| Ide.ntlfyr Hazard else] W [Error Detected = Trug]
Failure Modes

e Imgpal

rf

33

ol
ste

| ( Cottect Speea | | E‘;{e om r S RN S .:
| onsy ozard | :
System e = 1= =) !
: System Safety | ,ﬁ :
Functional Process \ @ ® |
. Identify 1
Architecture .. |
L . T v
. , ) , A Mitigation Requirements (Functional):
System Functional Architecture goes hand-in-hand with system safety processes O] When an error is detected during an engine BIT during hover,

the system shall perform a system override.
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Aircraft FHA Function Trace Table

_ TraCeable Safety attributes Example System Safety Profile in SysML
v Aircraft Mission Critical Functions » N
v _ — —,
Failure Modes I | — | |

v FTA Events | =]

v System Allocations

v' System Functions

v’ System Requirements

v Safety Requirements

v System Architecture
# Name Faiure Mode(s) FTA Event_Gate System Allocation System Function Safety Requirements Aircraft System Requirement Component

& A7HA 1.1.1 Uncommanded Engine Shutdonn| 5 LECCTRL Loss of Engine Control E Engine () Maintain Engine Speed E'ii_i-.-_'?:' '_001 Uncommanded Engine 0 Arofi0) Maintain | E Engine Contral System
1 E Provide Arcraft Contral () Perform BIT Shutdoin Engne Speed
() Perform System Override

MBSE enables dynamic change propagation rather than manual.
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A
AN MBSE MIL-STD-882 300 LEVEL TASK EXAMPLE DEVCOM
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MIL-STD-882 300 Level Tasks
— Generate model integrated data into safety assessment reports (PASAs, PSSAS)

— Base generated documentation on templates

Preliminary Aircraft
‘ Safety Assessment
Auto-generated (PASA) -

.

MBSE enables auto-generated documentation from model data.
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«block»
par [Block] Reliabilty Analysis Context [ Reliability Analysis ]J

« MBSE Parametric Views , e

system Reliability : System Reliability ‘

{PSr = Reliability/(CSr*ASr)}

— Define System of Interest (SOI) sy

mathematical constraints |

i i CS Relabilty |
— Contain | -1
. ConStraInt bIOCk 3 Mathematlcal equations for aircraft Segment : Aircraft Segment |
reliability calculations N = |
- Constraint Parameters — used for calculating ‘ 1
the equation bdd [Package] Reliabiity Analysis [ ] Reliabilty Analysis Context ])
) Value Propertles B Represent mOdeI elements [Reliability;:‘::Icins Context
value (calculated or pre-defined) o
« Binding Connector — Links Constraint T .
Parameters to Value Properties R ey us
. . . . . {PSr = Reliability/(CSr*ASr)} Reliabiity = .93
— Works in conjunction with an analysis e $ :
ASr : Real

context (Structure) Fevay - Rea

Aircraft Segment | |Control Segment| |Payload Segment

_ S u p po rtS MAT LAB I nteg I’atl on AS Relabilty = 97 | |CS Reliabity = 98 | |/PS Reliabilty =
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@ SUMMARY

« Successful robust System Safety Analysis requires the
implementation of DoD Digital Engineering strategies using
MBSE

« Bridging the gap between Traditional Systems Engineering and
System Safety Engineering improves how we document
system information

« MBSE provides the mechanism to produce MIL-STD-882
artifacts from a systems model
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Traditional Systems
Engineering

System Safety Assessments
FMECAs
FTAs
Hazard Analyses

Systems Safety
Engineering
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Web Site
www.avmc.army.mil

Facebook
www.facebook.com/ccdc.avm

Instagram
www.instagram.com/CCDC_AVM

Twitter
@CCDC_AVM

Public Affairs
usarmy.redstone.ccdc-avmc.mbx.pao@mail.mil
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